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Purpose: Creation and Application of Digital Signatures in Adobe
Scope: Applies to University of North Texas faculty, staff and students
Procedure:

This document assumes that Adobe Acrobat already installed on your computer.

1. In order to digitally sign a document, the digital signature must first be created. To begin, open
a pdf document needing a signature.

2. To create a signature, the ‘Certificates’ tool will need to be used. This enables the creation of a
certified signature.

3. Select the Tools menu at the top of the window.
I Acrobat Pro DC

File Edit

Home Tools Signing a Documen...

Q

Create & Edit

J

Create PDF Combine Files Organize Pages

| Open |~ | | Add | - ‘ ‘ Open |~ | Open

Share & Review

MNEW

e =

Share Send for Comments Comment

[ Add || [ Add |~ ] | Open |~ |

Forms & Signatures

Fill & Sign Prepare Form Certificates

| Open |~ | | Open |~ ‘ ‘ Add | = |




Title: Adobe Digital Signatures
Revision: 1
Date: 04.06.2020

4. Choose the add button corresponding to the ‘Certificates’ tool. This will add the tool to your
right-hand tool pane.
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**If the tool pane is not visible, it can be enabled from the View menu, Show/Hide, and check

‘Tools Pane’
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5. Change back to the document requiring a signature, and from the right-hand tools pane select
the ‘Certificates’ tool.
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6. On the top menu bar, select ‘Digitally Sign’ and follow along with the windows that appear.

7. When prompted, drag a rectangle where the signature should be placed. Then select ‘Configure
Digital ID’ on the subsequent window.

a certificate used to validate signatures and encrypt documents.
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In Windows, select where you'd like to store your digital ID, and click Next.

the personal information for your digital 1D, including your name. When you certify or

de:u:urnent. the name appears in the Signatures panel and in the signature field. Name
igital ID and create a password for it that contains at least six characters, with no

puation marks or special characters. Click Finish. Before you forget, make a backup copy
Lir digital 1D file, in case the original is lost or damaged.
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Configure a Digital ID for signing

A Digital ID is required to
create a digital
signature.The most secure
Digital ID are issued by
trusted Certificate
authorities and are based
on secure devices like smart
card or token. Some are
based on files.

You can also create a new
Digital 1D, but they provide
a low level of identity
assurance.
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8. Select ‘Create a new Digital ID’ and then continue.

Select the type of Digital ID:

Ro

Use a Signature Creation Device

Configure a smart card or token connected to your
computer

Use a Digital ID from a file

Import an existing Digital ID that you have
obtained as a file

Create a new Digital ID
Create your self-signed Digital ID

Cancel Continue

9. Chose ‘Save to file’ so that the signature file is available to you for use on other computers.

Select the destination of the new Digital ID

Digital IDs are typically
issued by trusted providers
that assure the validity of
the identity.

Self-signed Digital 1D may
not provide the same level
of assurance and may not
be accepted in some use
cases,

Consult with your recipients
if this is an acceptable form
of authentication.

Save to File

Save the Digital ID to a file in your computer

Save to Windows Certificate Store

Save the Digital ID to Windows Certificate Store to
be shared with other applications

Continue
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10. Fill in the requested information (Name and Email address are required; Organizational Unit and
Organization Name are optional)

Create a self-signed Digital ID

Enter the identity Name
information to be used for

creating the self-signed Organizational Unit ‘
Digital 1D . \

Digital IDs that are self- Organization Name ‘
signed by individuals do not :
provide the assurance that Email Address |

the identity information is
valid. For this reason they )
may not be accepted in Country/Region

SOME use Cases.

‘ US - UNITED STATES
Key Algorithm ‘ 2048-bit RSA

Use Digital ID for ‘ Digital Signatures

11. Choose a location to save your digital signature file. Remember this location in case it is desired
to use this signature on other devices (the file can be copied to other computers) Set a
password for your signature. Click Save.

Save the self-signed Digital ID to a file

Your Digital ID will be saved at the following location :
Add a password to protect

the private key of the —_—

Digital ID. You will need this | Users\UNTuse r\Documents\FirstLastipﬁc ‘ Browse
password again to use the . J

Digital ID for signing.

Save the Digital ID file in a Apply a password to protect the Digital ID:

known location so that you | ‘

«can copy or backup it

‘Confirm the password:
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12. The Signature Creation Wizard will now place your signature on the document.

***During placement of the signature, you are given the ability to ‘Lock document after signing’

if this is selected, no other changes may be made to the document. This means that others
users will not be able to sign the document if required.

13. To place the signature, Adobe will ask to save the document. You may choose to save the
document with the same name, or change the name to signify that it has been signed.

14. Adobe Acrobat will now display a banner on the document indicating that the document is
signed and all signatures are valid.
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To apply a preexisting signature:

The process to use a pre-existing signature is a shortened version of the creation process but some of
the steps are the same.

Select the ‘Certificates’ tool.

Drag a bow where the signature should be placed.
Select the signature to use and enter the password.
Choose how and where to save the signed document.
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